This paper examines legal and policy issues raised by changes in payment methods related to the rise of the Internet. The two major changes -the rise of P2P systems like PayPal, and the rise of Internet billing systems to replace the use of paper bills and checks -both involve new intermediaries that facilitate payments made by conventional payment systems. The paper first discusses how those systems work. It then discusses problems in the framework currently used to regulate those systems in the United States, which has not been updated to protect consumers from the special problems those systems raise. Finally, the paper considers problems with the potential shift of payments services from the heavily regulated banking industry to new and unregulated Internet-related startups. The paper considers a variety of strategies for producing a level field of competition between banks and the new entities and at the same time providing adequate protection for the consumers that use the systems in question.
INTRODUCTION
The Internet has produced significant changes in many aspects of commercial interaction. The rise of Internet retailers is one of the most obvious changes.
Oddly enough, however, the overwhelming majority of commercial transactions arranged over the Internet use a conventional payment system (typically a credit card).
To many observers, this has come as a surprise. The early days of the Internet heralded a variety of proposals for entirely new payment systems -generically described as electronic moneythat would use wholly electronic tokens that consumers could issue, transfer, and redeem. Years later, however, no electronicmoney system has gained a significant role in commerce.
The continuing maturation of the Internet, however, has brought significant changes to the methods by which individuals make payments. Person-to-person (P2P) systems like PayPal now make billions of payments a year between individuals. The most common purpose is to facilitate the purchase of items at Internet auctions, but increasingly P2P transfers are used to transfer funds overseas. Less far along, but gaining transactions rapidly, are a variety of systems for electronic bill presentment and payment (EBPP).
Interestingly, both of those developments follow a path less ambitious than the still-hypothetical electronic-money systems: they involve the use of intermediaries to "piggyback" on existing systems to provide payment. Thus, in essence, they use the technology of the Web site to facilitate the use of conventional payment networks.
However disparate those developments might seem at first glance, they present a common challenge to the regulatory system. Unlike banks, which control the execution of payment transactions in conventional payment transactions, the intermediaries that populate these new sectors generally are not subject to regulatory supervision. At most, P2P providers are subject to state regulation as money transmitters (akin to the regulation of Western Union).
That circumstance presents a serious gap in the regulatory scheme. The pervasive regulatory supervision of banks ensures that they honor their obligations under a variety of consumerprotection and data-privacy regulations that govern their activities. A shift of a significant share of volume to the new and unregulated entities raises a corresponding risk of loss from the irresponsibility of those entities. Thus, although the risk of fraud and privacy violations is doubtless higher in these new forms of transactions than it is in conventional transactions, the regulatory framework is much weaker.
Although the advent of the new transactions has been widely noted (for example, [2] , [6] , [11] , [12] & [14] ), the literature contains no sustained legal or policy analysis of the problems that they pose. This paper responds to that challenge. The analysis proceeds in three steps. Section 2 provides a summary description of the mechanics of the systems, focusing on how they interact with existing payment systems and conventional actors in those systems. Section 3 explains the problems with the existing regulations (principally the Electronic Funds Transfer Act {the EFTA} and regulations that the Federal Reserve has promulgated to implement that statute). Generally, the difficulty is that the outdated provisions of that statute and the applicable regulations leave consumers exposed to losses from fraud and error in the new transactions from which federal law would protect them if the transactions had been completed directly with conventional payment systems. Finally, Section 4 examines broader questions of how to ensure that the new Internet intermediaries are adequately motivated to comply with whatever obligations the EFTA and privacy laws impose. Any regulatory intervention must accommodate both the benefits of increased competition from those new entities and the risks that their lack of responsibility will harm the consumers whose accounts are involved in the transactions.
THE NEW TRANSACTIONS 2.1 P2P Systems
The success of eBay's auction business had the rare effect of creating a vast market for an entirely new payment product, one that would allow non-merchants (who cannot accept conventional credit-card payments) to receive rapid payments in remote transactions. Without such a system, purchasers in the early days of eBay had to use cashier's checks or money orders; typically sellers waited to ship products until receipt of the paper-based payment device through the mails. From a flood of startups offering competing products, PayPal (now owned by eBay) has emerged as the dominant player in the industry, now processing billions of payments each year. A separate (and much smaller) submarket, exemplified by CitiBank's c2it service, uses similar systems for cross-border payments.
To understand the policy ramifications of P2P payments, it is necessary to understand the relation between the P2P provider and the conventional accounts from which and to which P2P payments are made. That relation can be illustrated by a summary of the three steps that must be completed for a successful P2P transaction.
Providing Funds for Payment
The purchaser that wishes to use a P2P provider to make a payment has two general ways to provide funds for payment. First, it could fund an account with the provider, normally by drawing on a deposit or credit-card account. Because it ensures that funds are available for an immediate transfer, that process is common for those who make frequent purchases. P2P account balances also are common for frequent eBay sellers, who receive funds into their P2P accounts from those to whom they make sales. Alternatively, the purchaser could wait until the moment that it wishes to make a purchase. Again, it could choose at the time of payment to provide the funds in question by drawing on either a deposit account or a credit-card account. As discussed below, the choice between a credit card and a deposit account as a funding source has significant legal consequences to the user.
In either case, the fee structure is likely to discourage the use of credit cards, because the P2P provider incurs higher fees when it pays the interchange owed to the bank that has issued the credit card from which funds are drawn than when it pays the fees necessary to draw funds from a deposit account through a debit entry in the ACH system. Similarly, because the P2P provider can profit by investing funds that remain in transaction accounts, some providers (including PayPal) encourage users to leave funds in those accounts by paying interest on them.
Making Payments
The attraction of the P2P process, of course, is that it is quite simple to make payments. Normally, the only information that the purchaser needs to make a payment is the amount of money and the email address of the intended recipient. After entering that information into a form at the P2P provider's Web site, the purchaser clicks on a "send money" button to request execution of the transaction. If the funds are sent from a balance in an account with the P2P provider or if they are drawn from a credit card, they should arrive in a few hours. If they are drawn directly from a deposit account, arrival will be delayed by a few days (until settlement of the ACH transaction to obtain the funds from the user's bank).
Collecting Payments
The final step is for the recipient (the seller if the payment is for an auction) to collect the payment. In the typical process, the recipient receives an email notifying it that the payment has arrived. If the recipient has an account with the P2P provider and is willing to leave the funds in that account, then it need do nothing further. If it does not have an account, or if it wishes to withdraw the funds, it will need to go to the provider's Web site and provide the necessary details.
Ordinarily, the recipient will pay some fee to the provider for making the payment available. Those fees vary considerably, but a typical charge at PayPal would be 25-50 cents plus 2-4% of the transaction amount.
EBPP Systems
EBPP systems are at a much less mature stage in their development than P2P systems. Accordingly, it is much harder to provide a clear picture of their operations. Generally, though, three different models compete, with the distinction turning on whether the Web site is operated by the biller, by the payor's bank, or by a third-party service provider. As with P2P systems, the fact that the different models compete to perform quite similar services for consumers should not obscure the significantly differing legal and policy implications of the different models. Accordingly, it is important to explain briefly how each of the three models works.
Biller Web Sites
As the name suggests, the biller Web site model is quite simple: the consumer goes directly to the biller's Web site to view the bill. In many cases, the site will "push" the bill to the consumer by sending an email that includes a link to the full details of the bill. If the consumer is satisfied with the bill, it authorizes the biller to collect payment. The biller, in turn, proceeds to collect the payment (often through a third-party provider such as CheckFree). Alternatively, the biller itself could initiate an ACH transaction debiting the consumer's account.
As compared to conventional paper-based billing processes, those sites can save the substantial costs of preparing and mailing paper bills, as well as the costs of receiving and processing payments by mail. { [2] estimates those costs at about $80 billion per year.} As [2] discusses, the systems also can have considerable marketing advantages, by enhancing the biller' s ability to provide targeted advertising and by enabling the biller to develop more sophisticated customer profiles through the collection of information about bill-paying habits. Many consumers also will view the systems as more convenient than traditional paper-based systems. The biggest problem with those systems is the inefficiency of each consumer going to a separate site to pay each bill.
In the marketplace, those sites have been moderately successful, particularly for credit-card issuers. Because the costs of the technology continue to decrease, there is good reason to think that more billers will offer such sites, as the number of customers necessary for the sites to break even falls.
Internet Banking
When banks provide sites, they can overcome the biggest problem that biller Web sites face: the need for consumers to pay their bills site by site. Thus, at the typical bank site, a consumer can pay any bill necessary, by entering onto a form at the site the information that the consumer has about the payment. Smaller banks are likely to outsource all of the payment functions to a third-party provider like CheckFree. Larger banks, however, may arrange the payments themselves in whatever manner is most cost-effective. For example, if the recipient is a major biller (such as a local utility), the bank may aggregate payments in a batch and pay them with a single ACH transaction. For isolated transactions, the bank might even cut a paper cashier' s check and mail it to the recipient.
Those sites have been particularly successful in recent years. One possible reason is that consumers are more willing to trust the necessary financial information to a bank at which they have a depositary relationship than to a third party billing them for a payment.
Another advantage, particularly by comparison to the third-party sites discussed below, is the simplicity of operation. The bank already would be involved in the payment transaction -whatever type of site the consumer used -but use of the bank' s site obviates the need for involvement of an extra party. Also, many bank sites do not undertake to present bills electronically. Rather, they simply provide an easy method for consumers to pay the bills that are delivered to them by conventional means. Thus, they avoid the complications attendant on electronic presentation of bills, which is a common feature of the two competing models. Of course, that may not be an advantage if consumers desire the functionality available from bill presentment. Thus, it is no surprise that bank sites increasingly offer bill-presentment services.
Third-Party Providers
The most ambitious systems are Web sites operated by third parties at which consumers can view and pay all (or almost all) of their bills. The promise of those sites is a future of a single integrated portal, through which all bills will be sent to a consumer and at which the consumer will be able to pay all bills. The logistical problems of operating such a site are daunting. For one thing, the intermediary operating such a site (CheckFree, for example) must reach agreements with a large number of billers allowing it to present bills on their behalf and establishing a standardized data format for the information in those bills. At the same time, the intermediary must persuade enough consumers to use the site to justify the fixed costs of developing the site' s technology. Without a critical mass of billers and consumers, the site cannot prosper. This is, of course, a standard problem of bandwagon effects, as discussed in [13] .
When a consumer uses such a site to pay a bill, the process operates much as it does at a bank Web site. The consumer identifies the appropriate bill and authorizes payment. The intermediary, in turn, arranges for the payment to be sent to the biller, normally through an ACH debit entry from the consumer' s deposit account.
For billers that do not operate their own site, these sites offer a significant benefit because of the potential for the cost savings that come from electronic presentation of bills (discussed above as a benefit of biller Web sites). But the cumbersome nature of the technology to date has made progress slow. Still, some analysts believe they ultimately will be the dominant model.
DESIGNING A SOUND REGULATORY SYSTEM
The first question in assessing the adequacy of regulatory protections for the developing Internet payment transactions is to assess the extent to which the consumer protections that apply to existing transactions extend to the new transactions. Two forms of consumer protection are relevant here: information privacy and protection from losses related to fraud or error.
The simpler of those relates to information privacy. Specifically, under Gramm-Leach-Bliley (GLB), " financial institutions" must not disclose nonpublic personal information to third parties unless they have given their customers an opportunity to opt out of any such disclosures. 15 U.S.C. § 6802(a). {For general discussion, see [10] :156-60.} Some might criticize the narrowness of that protection. It is much narrower, for example, than protections afforded European consumers under the EU' s Data Protection Directive and the statutes that implement it. {For general discussion, see [10] :184-93.} For present purposes, however, what is important is that a broad definition of " financial institution" in the applicable regulations means that the rules in GLB apply with just as much force to the new intermediaries as they do to banks and other depository institutions. 16 C.F.R. § 313.3(k)(2)(iv).
It is much more complicated to assess the legal framework that protects consumers from fraud and error, because that framework plainly does not extend completely to the new payment intermediaries. To explain the problems with that framework, the sections that follow summarize the existing framework -and the policy choices that it reflects -and how those rules apply to problems likely to arise in the new transactions.
Existing Protections Against Fraud and Error
The most general protection for consumers in these kinds of transactions comes from the EFTA and from Regulation E (which the Federal Reserve has promulgated to implement the EFTA). The EFTA/E regime applies to any electronic funds transfer (EFT). The statute broadly defines that term to include not only Internet-initiated transactions, but also transactions at an automatic teller machine (ATM) and retail transactions that use a debit card to draw directly on a deposit account. For any such transaction, the statute generally protects consumers from losses caused by an unauthorized transaction. Thus, if a consumer loses a debit card, the consumer' s bank would be obligated to restore to the consumer' s account any funds removed for transactions that a thief made with the card. There are two important exceptions. First, the bank can charge the account a deductible of up to $50 for each series of unauthorized transactions. Second, more importantly, the bank can charge the consumer more -and in some cases the entire amount of the losses -if the consumer does not advise the bank with sufficient promptness after the consumer learns that the card has been stolen. The EFTA/E regime also provides a detailed dispute-resolution process for resolving claims of errors by the financial institution in charging a consumer' s account for a funds transfer.
For credit-card transactions, analogous protections come from the Truth-in-Lending Act (TILA) and Regulation Z (which the Federal Reserve has promulgated to implement TILA). There are, however, important differences between the two regimes. For one thing, the TILA/Z regime provides broader protection for unauthorized losses -consumer responsibility is capped at $50 even if the consumer fails to notify the bank that the card has been stolen. Also, the TILA/Z regime grants consumers a broad right to withhold payment even for authorized transactions if the seller fails to perform as agreed. As we will see below, the right to withhold provides consumers an important protection against seller fraud.
To the extent that the EFTA/E and TILA/Z regimes are justified, they rest on a series of contestable premises about the ways in which consumers interact with financial institutions. Among other things, they are in tension with the possibility that rational consumers and financial institutions would develop superior methods of allocating the risks and opportunities related to their commercial interactions. Bob Cooter and Ed Rubin (see [3] ) have provided the most careful analysis of that problem, identifying a series of defects in the market in which consumers contract with financial institutions. Perhaps the most persuasive of their points undermines the idea that consumers make informed choices about the relevant terms when they contract with financial institutions. As Cooter and Rubin explain, the rational individual consumer will not expend the time and effort to identify and understand the specific terms of the account agreement with its financial institution. In contrast, the rational financial institution would expend considerable effort in formulating an agreement that furthered the bank' s interests. Thus, there is little reason to think that market pressures are driving the terms of consumer depositaccount agreements to an efficient norm.
A second problem with those rules -as they apply to the conventional credit-card and debit-card transactions for which they are designed -is that the rules erect distinctions that are difficult to justify as a policy matter. It is easy to accept a distinction between the rules for near-cash transactions with debit cards and the rules for borrowing transactions executed with credit cards. Thus, a merchant that insists on taking cash justifiably might expect the law to accord more finality to the transaction than a merchant that accepts a device as unlike cash as a credit card.
But the differences between the EFTA/E and TILA/Z regimes do not map well to that common-sense transactional distinction. For example, a merchant that accepts a promissory note obviously has less certainty of final payment than one that accepts cash, primarily because of the practical likelihood that the purchaser/borrower may choose not to pay -an option not available to the cash purchaser. In the conventional credit-card transaction, however, the card issuer by contract with the merchant agrees to accept the risk that the cardholder will fail to pay balances charged on the card for reasons other than assertion of a defense to payment. The TILA/Z regime discussed above effectively deprives the merchant of the possibility of making that contract -because any claim of a defect by the consumer will result in an immediate charging of the transaction back to the merchant. {For general discussion, see [9] :112-16.} It is easy to see why that right is useful to consumers. And there are substantial policy reasons that can be adduced to support it. For example, merchants might have greater economies of scale and experience in conducting litigation than consumers. If so, placing the burden of litigation on the merchant by putting the money in the hands of the consumers when the dispute begins might produce more equitable results by offsetting the merchant' s advantages.
But what is not clear is why it is appropriate for that rule to extend to credit-card transactions but not to debit-card transactions. The difficulty in justifying the distinction only grows with the continuing convergence in the functions of the two products. For one thing, roughly 40% of consumers use the credit card entirely as a convenience device, repaying their bill each month in its entirety. Why should their transactions have some special protection solely because of the possibility that they could choose not to pay for the transactions before interest began to accrue? Similarly, as more and more merchants accept debit cards at the point of sale, is it plausible as a policy matter that a consumer' s right to withhold payment should depend on which particular piece of plastic the consumer swipes through the payment terminal? Cutting the point even more finely, with the advent of cards that include both credit and debit features, it is even harder to justify the availability of the right to withhold payment turning on the way in which the consumer interacts with the merchant' s payment terminal. {The right to withhold being available if the consumer selects " CREDIT" and not being available if the consumer selects " DEBIT" or " ATM." } From a broad perspective, the incoherence of those distinctions suggests that the system would be improved by a general articulation of a set of general legal rules to govern consumer payment systems. Those rules presumably would eradicate many of the distinctions that current law draws between functionally similar payment systems. At the same time, they plausibly might include distinctions between face-to-face and remote (telephone, mail-order, and Internet) transactions. For current purposes, however, the distinctions are important not because of the possibility that some future legislature might remove them. They are important to this project because they have been carried over into the Internet payment transactions on which this paper focuses -with no more coherence in that context than they have in the context where those distinctions developed.
Protections Against Fraud and Error in the New Transactions
Unfortunately, the legal framework protecting consumers against fraud and error has not been updated to accommodate the new transactions. Thus, that framework includes three types of problems: situations where the incoherent distinction between the TILA/Z and EFTA/E regime is replicated in the new environment, minor oversights in regulatory drafting, and more significant omissions in regulatory coverage. The sections below discuss how those rules apply to the new transactions, underscoring those problems where they arise.
P2P Transactions
Current experience suggests that fraud is a serious problem in P2P transactions. One Federal Reserve researcher [8] , for example, estimates that PayPal' s fraud rate of 0.66%, albeit much lower than the rate of online credit-card fraud, is about four times the rate of fraud for retail credit-card transactions and more than sixty times the rate for retail debit-card transactions. The legal rules for determining whether the consumer bears the losses from that fraud, however, depend in an important way on how the consumer pays for the transaction. To see the point, imagine an eBay auction in which a fraudulent seller never ships any goods to the buyer. If the transaction is funded from the purchaser' s account with the P2P provider, it is an EFT governed by the EFTA. In that event, the purchaser has no right -as against the financial institution or the P2P provider -to recover the funds for an authorized transaction solely because of a complaint about misconduct by the seller, however meritorious the complaint. The same analysis applies if the purchaser funds the transaction by authorizing a transfer directly from the purchaser' s deposit account: that also leads to an EFT covered by the EFTA/E regime.
But if the buyer has the good luck (or foresight) to fund the purchase directly from a credit card, the transaction is governed instead by the TILA/Z regime. Among other things, that means that the purchaser would have the right to withhold payment if the seller in fact never supplies the goods. As discussed above, it is odd to have such an important protection turn on something that is as trivial to the transaction as the method by which the purchaser funds the transaction to the P2P provider. It is not, however, any more odd to see that distinction here than it is to see it in the conventional point-of-sale context.
The other likely type of fraud is for a third party to obtain the consumer' s PayPal login information and use that information to conduct an unauthorized transaction by drawing on the consumer' s accounts. If the interloper draws directly on the P2P account, Regulation E makes the P2P intermediary directly responsible: subject to the normal exceptions, the P2P provider cannot charge the consumer' s account for the transaction. The same result applies under the TILA/Z regime if the interloper uses the information to draw funds from the consumer' s credit card.
The only ambiguity applies if the interloper uses the information to withdraw funds from the consumer' s deposit account. In that event -because of an odd glitch in the regulation -it seems that neither the P2P provider nor the bank is obligated to return the funds to the consumer' s deposit account. The bank apparently is not obligated, because it is entitled to treat the transaction as authorized -a transaction is authorized under the EFTA if it is executed by a party (the P2P provider in this case) to whom the consumer has given the relevant access information. EFTA § 903 (2) . Because that fact makes the transaction " authorized" with respect to the account from which funds were drawn, it appears that the rules related to " unauthorized" transaction impose no obligation on the P2P provider for the loss. The most likely source of recovery for the consumer would be an action against the P2P provider' s depositary institution (the entity that originated the ACH transfer) for a breach of the applicable NACHA warranties. Because of the limited litigation to date in that area, it is difficult to assess the likelihood of prevailing in such an action.
That problem, however, is not a serious one. Unlike the incoherent boundary between the EFTA/E and TILA/Z regimeswhich is a semipermanent feature of our system -this problem seems to be a simple glitch, which the Federal Reserve easily could remedy on its own volition.
EBPP Transactions
Because of the variety of business models, it is difficult to provide a comprehensive schema of the types of transactions that pose risks for consumers. One simplifying factor, however, is the general absence of credit-card payments from those transactions. What that means is that the legal issues focus almost entirely on the reach of the EFTA/E regime, rather than its boundary with the TILA/Z regime. The simplest approach is to look separately at the risks posed by each of the three prevailing business models.
Biller Web Sites
Because the transactions almost uniformly involve a transfer from the consumer' s deposit account, they are usually governed by the EFTA/E regime rather than the TILA/Z regime.
As for the substance of the protections, the most likely difficulty is an unjustified payment to the biller: the biller might pay one consumer' s bill from another consumer' s account or it might pay itself for a bill even if the consumer in fact did not authorize payment. Interestingly enough, the EFTA/E regime would not provide protection in either case. As discussed above, the consumer cannot claim that the transactions are " unauthorized" for purposes of the EFTA/E regime. For similar reasons, the consumer cannot claim that they amount to an " error." The statutory definition of " error," albeit vague, is directed to errors by the bank, not errors by a third party to whom the consumer has granted access. EFTA § 908(f) (2) . Thus, the statute offers the consumer no recourse in that situation. Perhaps the situation is not unduly troublesome -given the likely solvency of the typical billing entity -but it does seem inconsistent with the general philosophy of the EFTA/E regime as applied to conventional transactions.
Internet Banking
The framework for Internet banking is the simplest. Because there is no intermediary, all actions with respect to the account are taken directly by the financial institution. Accordingly, the rules in the EFTA/E regime apply directly to protect the consumer from unauthorized transactions and errors.
Third-Party Providers
As the discussion above suggests, the harshest results for consumers come from the third-party systems, where the insertion of an intermediary enhances the likelihood that the EFTA/E regime will not apply. Two general problem transactions are apparent:
Interloping and Erroneous Bills
In this scenario, a malefactor fabricates a bill and has the provider send it to the consumer. Alternatively, and less maliciously, the bill is a legitimate one, but because of an error by the intermediary is posted and distributed to the wrong consumer. Then, suppose that the consumer pays the fraudulent or erroneous bill. For the reasons discussed above, the consumer will not be able to claim that the transaction is either unauthorized or a remediable error. Of course, in this particular transaction it is easy to fault the consumer for not detecting the spoofed bill. But in many of the existing cases of Internet fraud a consumer of ordinary sophistication would not necessarily have recognized the problem -imagine a bill purporting to come from your local electric utility, in a format visually identical to the electric bill you receive every month, which arrives 29 days after your last bill and is in an amount approximately equal to that bill. Your first hint of a problem is likely to come when the legitimate bill appears the next day. Given that problem (a variation on the new Internet crime called " phishing" ), it is reasonable to consider whether intermediaries should bear those losses. If they were responsible for those losses, they might be better motivated to develop technology to detect such infiltrations. For present purposes, the important point is that the existing legal rule for this situation reflects pure happenstance rather than a reasoned resolution of the economic and policy issues.
Interloping Payments
In this scenario, the intermediary makes a payment based on an instruction from an interloping malefactor rather than the consumer. As with the analogous P2P transactions, the ambiguity in the regulation' s coverage of unauthorized transactions leaves a substantial possibility that the consumer has no protection.
Summary
Although the discussion in the preceding sections might seem unduly detailed, the level of detail is important to show how difficult it is to design a system to govern the transactions in question. Neither the EFTA nor Regulation E is particularly old. Nor are they supervised by a regulatory agency out of touch with the developments in these transactions -many of the most informative papers in the area are written by Federal Reserve staff ( [2] , [6] , [7] , [11] , [12] , [14] ), particularly by members of the group studying emerging payments in its Chicago branch. The point, however, is that these transactions are developing so rapidly and with such fertile inventiveness that it is difficult to expect any regulatory system to keep pace and ensure coherent coverage as long as the system is premised on the categorical distinctions that drive the current framework. Thus, even with a coherent response to the problems addressed above, there is every reason to expect that new problems would emerge rapidly, leaving the regulatory coverage again uncertain. The basic point is that such problems are inevitable until and unless a more functional code is adopted to govern electronic payments generally.
ENSURING REGULATORY COMPLIANCE
Section 3 of this paper operates entirely within the framework of the existing regulatory apparatus.
Thus, it is limited to considering the extent to which GLB and the EFTA/E and TILA/Z regimes replicate the same regulatory environment for the new transactions as they impose on conventional transactions. This section examines the regulatory system from a broader perspective. It starts by focusing on a fundamental problem implicit in the existing system: the distinction between the level of responsibility to be expected from conventional financial institutions and that to be expected from the new Internet-based intermediaries.
It then discusses three types of potential regulatory approaches.
Finally, it summarizes tentative recommendations for the P2P and EBPP contexts based on what we currently know about them.
The Problem
The EFTA and TILA use the typical apparatus of the modern federal regulatory statute: provisions for class actions, statutory damages, attorney fees, and the like. Accordingly, it would be natural to conclude that a careful analysis of the problems discussed in Section 3 of this paper should be enough to resolve the problem. Once the EFTA/E and TILA/Z regimes are brought up to date, we might think, the new entities would comply and all would be well.
Two general concerns, however, make that cheery outlook implausible. First, it is doubtful that the kinds of civil-liability regimes at hand -which rely primarily on litigation by small and dispersed consumers -will be able to control the behavior of the large businesses at which they are directed. That is particularly true in this context, where the facts of each unauthorized transaction and billing error often will be specific to each individual consumer. {For general discussion, see [3] .} Second, the pervasive federal regulation of banks substantially increases the likelihood that banks will comply with their obligations under the TILA/Z and EFTA/E regimes. At the most basic level, the direct purpose of much of federal banking regulation -federal supervision of capital maintenance and lending practices -is to ensure the solvency and fiscal prudence of the institutions. If that regulation is even marginally effective, it increases the likelihood that banks will have the assets necessary to comply with their obligations under those statutes. That might seem like a small thing, but the likelihood that a major Internet payment fraud could create a regulatory responsibility beyond the assets of a small dotcom P2P provider is not implausible. [6] , [14] . That is particularly true given the likelihood that those providers will be targets for fraudulent activity, as PayPal has been. More generally, the persistent supervision and need to accommodate regulators on a regular basis makes it quite difficult for a bank to adopt a cavalier attitude about regulatory compliance.
The same analysis applies to privacy obligations. It does not take a hardened cynic to think that the chances of systematic noncompliance -or even lackadaisical compliance that tolerates a significant number of low-level violations -is much more likely for unregulated companies than for regulated depository institutions. In assessing that likelihood, it is important to note that GLB, unlike TILA and the EFTA, does not provide for a private cause of action. 15 U.S.C. § 6805; [10] :159. Finally, it also is worth wondering whether smaller companies that are unregulated and financially constrained will be adequately motivated to expend the resources necessary to protect their consumer' s information from unauthorized access by third parties.
To put the point generally, the regulatory regimes directed to the activities of the new payment intermediaries depend in part for their effectiveness on the background regulatory supervision of the banks governed by those regimes. Because nonbank payment intermediaries are not generally subject to that supervision, there is a cognizable risk that they will show less care in complying with those regimes than conventional depository institutions. [6] , [12] . The next section discusses three types of potential responses to that problem.
Potential Responses
Because of the fluid and rapid pace of development in the industry, it is difficult to design a response to the regulatory gap discussed in the previous section. Accordingly, I start in this section with a general analysis of the pros and cons of three general approaches: doing nothing, adopting more onerous regulation of Internet payment intermediaries, or imposing liability on banks for the failure of the intermediaries to comply with their regulatory obligations. The paper concludes in the next section with an application of that analysis that includes tentative recommendations on the best course of action under current circumstances.
Doing Nothing
The first possibility is to do nothing. At this point, the concerns expressed above are largely (though not entirely) conjectural. An advantage of the current system is that it permits ready entry into the market, which has facilitated rapid development of the competing business models and vigorous competition among the various providers. Thus, the P2P market is growing rapidly and already has experienced a considerable shakeout of weaker and unsuccessful providers. The EBPP market is even more fluid, as it is too soon even to predict exactly what types of services ultimately will be provided. Any regulatory intervention almost inevitably would heighten barriers to entry in the industry. That, in turn, would be likely to have the immediate effect of limiting competition, particularly by smaller and newer companies. Thus, that approach might drive intermediaries from the market, even if their model ultimately might have become prevalent in the marketplace.
In assessing the weight of that concern, it is important to credit the importance of " network" or " bandwagon" effects in this industry. [7] , [15] Thus, PayPal' s success in the P2P market shows some of the signs of a successful implementation of a lockin strategy: an early effort to acquire customers by offering services at a very low (indeed, negative) price, which led to rapid growth of a customer base, and was followed in turn by the imposition of substantial transaction fees. Without that kind of sustained effort, it is very difficult for that kind of network good to obtain a sufficient critical mass of users to reach the maximum optimal level of deployment. { [13] provides a general discussion of that phenomenon in various high-technology industries, with detailed case studies.} It would be unfortunate if a wellintentioned regulatory intervention had the effect of stifling the competition necessary for such products to be introduced successfully. Of course, on the other hand, the absence of regulatory intervention may enhance the possibility that the competition will go beyond robust to unfair. That concern seems less significant, however, given the fact that the existing playersthe ones who would be at risk of harm from unduly aggressive competition -are financial institutions.
Direct Regulation of Intermediaries
The second possibility is to adopt some form of regulatory supervision for Internet intermediaries. The benefits of that approach are obvious.
First, it enhances protections for consumers by providing a backstop to the direct legal obligations of intermediaries, parallel to the backstop that federal regulatory authorities provide for banks. Second, it levels the playing field left uneven in the present arrangement, in which banks are subject to regulatory supervision but Internet payment intermediaries are not.
The first issue is to decide what type of regulatory system would be appropriate. Because the entities are not themselves holding demand-deposit accounts, the case for full-scale bank regulation is quite weak. Among other things, they are not subject to the kinds of " runs" that make the stability of depository institutions an important object of public policy. Accordingly, the appropriate form of regulation would be something less intrusive, similar to the existing regulation of money transmitters (to which PayPal is subject in many states). That regulation generally requires businesses to obtain a state license, imposes annual reporting requirements, and makes them subject to audits by state officials. It also often includes minimum net worth requirements or imposes restrictions on permissible investments.
The next issue is to decide at what level the regulations should be imposed. Money transmitters currently are regulated at the state level, not the federal level. As that industry has become more consolidated, considerable pressure has arisen for more uniformity in the various state regulatory schemes. That pressure, in turn has led to the recent drafting and promulgation of the proposed Uniform Money Services Act (already adopted in Iowa, Vermont, and Washington). Although that statute probably would not apply to EBPP providers in its current form, its substantive provisions provide a useful and up-to-date template for regulation.
The difficult question, however, is whether state -rather than federal -regulation is appropriate. Concerns about inconsistent state regulations weigh even more heavily for Internet-based businesses than they do for brick-and-mortar businesses. That is particularly true as the share of cross-border payments increaseswhich raises the prospect of regulation not only by the several states of this country, but also by foreign countries as well. { [4] provides a sympathetic account of the possibilities of regulating Internet-based businesses, but even he focuses on regulation at the national level rather than the state level.} Thus, although the simplest path for the time being might be to foster broad enactment of something like the Uniform Money Services Act (broadened to cover EBPP providers), it is difficult to believe that anybody trying to design a rational system would conclude that parallel regulation by all local jurisdictions is the most appropriate way to regulate the Internet-based entities under discussion.
A second possibility would be to allow regulation of the intermediary in a particular state jurisdiction in which the intermediary could be said to be located. Internet scholars have tried hard to resolve such choice-of-law questions to make a territorial allocation of regulatory authority. To the extent those efforts speak to this question, they generally suggest that each jurisdiction in which the consumers reside would have the power to regulate the entities in question. There is not, however, any clear consensus about a basis for a particular location taking the regulatory lead, largely because there is a clear consensus that the location of the physical aspects of the system (the Web server that contains the Web site, for example) should not be dispositive. [1] Moreover, even if a consensus could be reached -under which all of the States (and affected foreign countries) -would agree that a single State would have the sole power to regulate the entity, a substantial problem would remain in the gross lack of symmetry between the reach of the regulated market (basically national, with international aspects) and the constituency of the regulator (statewide). Relying on basic public-choice concepts, that lack of symmetry imposes a substantial risk that the jurisdiction in which the intermediary is located will adopt rules unduly favorable to the intermediary.
That risk is particularly salient if the jurisdiction obtains substantial benefits from the location of the intermediary in the jurisdiction (through employment or taxes, for example), while most of the intermediary' s customers are located in other jurisdictions.
The basic problem is that the issues that motivate the regulation are not sufficiently related to state-level variations and circumstances to make state-level regulation optimal. Thus, it seems clear that the best approach would be a federal statute. That is not to say, of course, that state law-enforcement authorities are not so interested in the closely related problem of money laundering that they will resist any lessening of their authority in the area. It is to say, however, that these issues of consumer protection are more likely to be addressed optimally at the federal level.
At the federal level, the simplest response would be to require these services to be provided by banks, which would obviate the need for any specific regulatory legislation. As discussed above, however, the business that these intermediaries operate suggests that bank-type regulation is unduly onerous.
Thus, a better approach would be regulatory legislation tailored for these intermediaries. It might seem implausible in the current environment to expect Congress to create a new federal regulatory regime. That is particularly true when the regime seems to fall in the area of commercial law that Congress traditionally has left to state regulation. On the other hand, the recent experience of the Check 21 Act (passed by both houses of Congress during its current legislative session) suggests that the Board of Governors of the Federal Reserve enjoys a sufficiently influential position with Congress to obtain enactment of legislation designed to ensure the effective operation of the payment system. Given the interest (noted above) that researchers at the Federal Reserve' s constituent banks have taken in these developments, it does not seem far-fetched to think that the Federal Reserve might take the lead in developing such a statute.
Regulating Banks as Gatekeepers
The final approach is the most adventurous: directly obligating banks to ensure compliance with the EFTA/E and TILA/Z regimes for all transactions at the bank. The premise here is to view the bank as a gatekeeper that will both monitor the intermediary to ensure that it behaves appropriately and exclude those that cannot be induced to behave appropriately. This approach builds on the literature on third-party enforcement strategies, all of which ultimately rests on the analysis in [5] .
Because the problems discussed in Section 3 arise only if the intermediaries can access accounts at the bank, the bank (at least theoretically) is in a position to control the activities of the intermediaries. For example, the simplest response to such a scheme might be for the bank to provide by contract that the intermediary would be responsible to the bank for the costs that the bank incurs for Regulation E compliance related to transactions that the intermediary conducted on the accounts of the bank' s customers. It would be up to the bank to take costeffective steps to minimize the costs that the bank incurs from any failure of the intermediary to satisfy those obligations: it might require the intermediary to obtain a letter of credit from another institution, post a bond, or simply deposit a reserve of funds in the bank against which the bank could draw for those expenses.
That approach has several benefits. One obvious benefit is that it protects consumers from asset insufficiency on the part of the intermediaries. As [5] explains, the gatekeeper strategy is uniquely suited to situations in which practicable legal remedies are not adequate to ensure full compliance with regulatory responsibilities. [5] :56. Another potential benefit of that approach relates to the likelihood that the banks on which the risk of loss ultimately would fall are larger, better capitalized, and more diversified in the range of their operations than the intermediaries for whom the banks are to be the gatekeepers. Specifically, if the greater size and financial sophistication of the banks makes it more cost-effective for them to bear and spread those losses, then the gatekeeper regime would lower the total cost of those losses.
A more general benefit is that the bank should be more effective at monitoring the activities of the provider than government regulators. That would be true because the bank arguably would have a strong incentive -maximizing the value of the account services received by its customers -to ensure that the regulations that it imposes on the intermediaries do not unduly burden the activities of the intermediaries. If the bank attempts to exclude those intermediaries by imposing excessive burdens on themburdens that are not cost-justified -the bank would reduce the net value of the services that the bank could extract from its customers. If so, we might expect that customers would migrate to banks that reach more effective arrangements with the intermediaries.
The banks should be in a better position than any government regulator to assess in a dynamic and informed way the relative benefits and burdens of various responses that the bank might take in response to a gatekeeping responsibility. For example, the banks are likely to assess the legitimacy of the activities of the intermediary much more knowledgeably than any regulator could. Also, given the circumstances, it seems unlikely that the banks would cooperate with the intermediaries in misconduct -a particularly topical concern in gatekeeping arrangements in a post-Enron environment.
In sum, the bank would be in a position to make intelligent, market-driven choices about how to trade off expenditures on monitoring the activities of the intermediary versus simple reliance on monetary assurances from the intermediary or bonds from fiscally responsible third parties. That is particularly important given the complicated, technology-sensitive, and rapidly developing nature of the industry.
There are of course several obvious problems with the gatekeeper approach. First, it would be likely to increase the costs of the bank' s activities, and thus the costs of the services provided to the bank' s customers. In an era when the number of consumers who are priced out of the market for banking services already is sufficiently high to be a cause for policy concern, any initiative that might aggravate that problem warrants serious scrutiny. The twin premises of this approach, however, would be (1) that those costs would not be substantial unless there was a substantial risk that the intermediaries would fail to comply if left to their own devices (thus letting those costs fall on consumers in any event); and (2) that the banks are much better situated than government agents to identify and minimize those costs.
Another problem with this approach is that it does not address privacy issues at all. Because privacy issues are not as easily remedied by a simple monetary remedy -restoring funds improperly removed from the consumer' s deposit account -this type of remedy offers no protection on that score.
Another obvious problem is technological: the effectiveness of the approach depends entirely on the ability of banks in fact to control the conduct of the intermediaries. As the controversy over screenscraping suggests, it is not clear that current technology permits banks to prevent intermediaries from accessing their customers' accounts without their consent. The reason is that it is difficult for the bank to distinguish between two different persons accessing the Web site. If both the intermediary and the customer have the customer' s userid and password, the bank' s server probably will not be able to tell which of the two is accessing the account on any particular occasion. If that is true, then technology alone will not permit the bank to use the threat of exclusion to control the intermediary' s access.
That technological problem, however, seems unlikely to be a serious problem of regulatory design. It would be easy enough to impose a general prohibition (akin to the Consumer Fraud and Abuse Act, 18 U.S.C. § 1030{the CFAA}) on accessing a customer' s account without the consent of the bank. {Screen-scraping and EBPP services currently do not violate that statute because the screen-scrapers and EBPP providers operate with consent from the account-holder.} With a broadening of the CFAA, intermediaries would not be able to access deposit accounts without permission from the bank. The bank, in turn, could condition its permission on the formation of a contract relationship with the intermediary that would include whatever terms were appropriate to implement the bank' s responsibility for regulatory compliance.
Finally, the most serious difficulty with that approach is the possibility that it will have a markedly adverse competitive effect. As the discussion above emphasizes, both the P2P and EBPP markets currently include a number of nonbank entities competing directly against banks. A regime in which banks control access to the accounts for which payment intermediaries provide services may not be as exclusive as a regime in which those services can be provided only by banks, but the potential for anti-competitive conduct is obvious. If applicable regulations permit banks to impose onerous terms on the intermediaries, then the bank' s ability to drive those providers from the marketplace might be enhanced.
On the other hand, that kind of conduct would be effective only if banks as a group colluded to exclude the intermediaries. As discussed above, a bank that tried to impose undue burdens on intermediaries to exclude them from the bank' s customers would face competition from other banks that might try to maximize the value of services they could provide to their own customers by entering into value-increasing arrangements with intermediaries. Because the banking industry is highly competitive, there is some reason to doubt that collusive exclusionary tactics would be effective. Moreover, particularly in light of the competitive structure of the banking industry, it may be reasonable to rely on traditional antitrust enforcement to protect providers from such practices.
Recommendations
For several reasons, it is not plausible at this stage to offer a definitive " answer" to the problem of regulatory strategy that this paper addresses. For one thing, the industries are developing and changing so rapidly that the object of inquiry is a moving target. For another, there is so little information about how the systems in fact operate that it is difficult to assess the weight of the competing concerns: we know next to nothing about the rates of fraud and error in these systems, about the culture of data privacy in the industry, and about the degree of compliance with regulatory responsibilities. Finally, because the possible risks of allowing unregulated access to consumer deposit accounts and of hasty intervention in a fluid competitive situation are not readily balanced against each other, an element of frank judgment is necessary to resolve a conflict between them.
Still, the analysis of the alternatives presented above does support some tentative recommendations about the most promising avenues of relief. The recommendations that follow take the perspective that the correct answer to the problem is to provide consumers protections as close to what they have for conventional financial relationships as seems practicable, without unduly harming the potential for competition and innovation in the industry. Those recommendations reflect in part an attempt to foster outcomes likely to be consistent with consumer expectations. The recommendations also reflect an implicit willingness to place considerable weight on concerns about privacy issues. It seems much more troubling from a privacy perspective to have consumer financial information in the hands of wholly unregulated and thinly capitalized companies than in the hands of banks. In any event, because the recommendations rest heavily on those perspectives, it is worth emphasizing that policymakers who do not weigh those concerns so heavily would reach different conclusions.
P2P Intermediaries
Selecting a regulatory approach for the P2P intermediaries is difficult for a variety of reasons. First, because of the persistent allegations of misconduct by PayPal -none of which, to be sure, seem to have resulted in any proof of serious misconduct -it seems unacceptable to have PayPal completely unregulated. At the same time, the competitive landscape shows a tension between PayPal -now owned by eBay -and smaller competitors primarily controlled by banks. In that setting, it seems particularly inappropriate to use the gatekeeper strategy to subject PayPal' s operations to the control of the banking industry.
For the same reason, it seems absurd to say that P2P services must be provided by a bank. That is simply to require eBay to sell PayPal to a bank. The evident synergy between PayPal' s operations and eBay' s suggests that any such outcome would unnecessarily destroy some significant opportunity for innovation in the provision of payment services.
My views on that point are strongly influenced by the potential of PayPal to be a major competitive figure as Internet payment systems develop in the years to come. For example, it is a wellknown aspect of the Internet that the payment systems available for Internet retailers are wholly inadequate: they are both expensive and subject to high rates of fraud (the costs of which are born directly by the retailers). [10] :455-63. Yet, the major credit-card networks have retained a dominant near-monopoly position in that market. PayPal is already one of their strongest competitors, as it provides payment services to smaller merchants that find it uneconomical to join Visa or MasterCard directly.
It may be that an unconstrained PayPal has the potential to be a risk for consumers. But at the same time an unconstrained PayPal that forces Visa, MasterCard, and the banking industry to look constantly over their shoulders could do more for the competitiveness of Internet payment providers than any pressure that the Antitrust Division of the Department of Justice has brought to bear.
More broadly, the introduction of this paper notes the persistent failure of electronic-money products to take hold on the Internet. If there is a market for a new and innovative electronic-money product, the likelihood that such a product will be developed, implemented, and deployed successfully is maximized by a regulatory system that permits the continuing presence of a large player like PayPal not wedded to the existing payments networks.
The foregoing comments seem to leave a choice between doing nothing and adopting the light federal regulatory regime discussed above. Doing nothing of course does not leave PayPal completely unregulated, because it already is under the supervision of moneytransmitter statutes in a number of states. For the reasons discussed above, however, that arrangement presents a high risk of duplicative or inappropriate regulation -which ultimately could be either excessive or too lenient. Accordingly, in a perfect world, a single federal arrangement would make more sense. Given the fact that PayPal' s parent eBay already must comply with the increasingly onerous requirements that come with its listing on NASDAQ, it seems unlikely that those requirements would impose costs that would have competitive significance to PayPal. And at the same time they should go far to assuage the concerns summarized above about PayPal' s responsibility for its regulatory obligations.
EBPP Intermediaries
It is much harder to come to rest on a recommendation for the EBPP systems. The nature of their operations makes the privacy and fraud concerns much more substantial than in the P2P context -because their operations necessarily involve pervasive access to consumer deposit accounts. P2P providers by contrast, are likely for many consumers to conduct their operations without any mechanism for accessing the consumer' s deposit account. To be sure, there are few reports of problems with the EBPP systems to date. But the fluidity of the highly fractionated market gives little basis for confidence that all members of the industry will be responsible. Thus, it seems unacceptable to think that the current regulatory framework will be suitable in the end.
At the same time, it seems excessive to say that only banks can provide those services. Among other things, a rule limiting those services to banks would significantly diminish the likelihood of a universal payment service. In the long run, there seems to be a strong case that such a site is at least part of the optimal response, because it would be easier for such a site to overcome the classic bandwagon-effects problems of attracting sufficient billers and consumer payors as customers. {See [13] for general discussion from an economics perspective.} Of course such a site still could develop in a " bank-only" approach -for example through contracts by individual banks with a dominant provider like CheckFree. But to the extent that a bank-only approach lessens the potential for such a service, it is a serious cost of the approach.
That leaves for consideration the intermediate approaches of industry-specific regulation and the use of banks as gatekeepers. There is much to be said for a gatekeeper approach. It would permit a tempered market experiment of competition between the more sophisticated universal model, on the one hand, and the simpler Internet banking and biller models, on the other hand. Thus, it would help reveal the strength of consumer preferences for the different models. At the same time, it would provide the strongest assurance that consumers in fact would be protected from losses from fraud and error.
But the gatekeeper approach would do nothing to ensure the privacy of consumer information -it is feasible to require banks to hold deposit accounts unharmed from unauthorized transactions, but it is much more problematic to require them to ensure that intermediaries comply with their privacy obligations. A light scheme of federal regulation like the one discussed above could include monitoring of data-privacy compliance to assuage that concern. Moreover, for the reasons discussed above, the gatekeeper approach creates a substantial risk of anti-competitive conduct by banks tempted to exclude their nonbank competitors. A separate regulatory apparatus would avoid that problem.
Conclusion
This paper is not an effort to write the last word on Internet payment intermediaries. Rather, it is an opening effort to explore the policy issues that the ongoing developments in the industry raise. It sets the way for two steps of response. First, as discussed in Section 3, the relevant regulatory system has not been updated to bring the industry within the rules that apply to analogous conventional transactions. The types of transactions that this paper discusses have reached a volume and level of stability that warrants adjustment of the regulatory regime at this time. The basic premise of those adjustments is that consumers should not lose the protections they would have under conventional systems solely because they access those systems through a new Internet interface or intermediary. The need to allow experimentation among competing technologies does not require absolving those that conduct novel new payment transactions from the responsibilities that are customary for the conventional transactions conducted using the systems on which they rely.
Second, as discussed in Section 4, there are serious questions about the adequacy of the background framework that protects against abuses of the system either by those in the industry or by third parties attempting to take advantage of them. It certainly is important to give developing sectors of commerce an opportunity to stabilize before intervening by regulation that might freeze the industry' s structure too soon. But there also is a substantial risk in waiting too long. Here, it is not at all clear that we know enough yet to make sensible decisions about the appropriate policy responses. The suggestions in Section 4 are intended to be just that -illustrations of one way of resolving the various policy concerns based on one set of assumptions about the relevant facts and weight of the affected interests.
If anything, it is clear that a more informed decision could be made after a thorough study by a responsible entity of the federal government (such as the Federal Reserve), using its power to collect information from the industry. Such a study could provide an empirical sense of the significance of the problems that this paper discusses and develop a balanced solution that is sensitive to all the relevant interests.
